DTN Network
Reference
Implementation

10/15/2026
Leigh Torgerson

ltorgerson@ipnsig.org




Phase 1 Infrastructure

6 High-Performance Nodes — Operating Over Internet2

The initial deployment of BundleBone consists of six
computers strategically distributed and running

over Internet2. This high-bandwidth, research-centric
network provides the ideal substrate for large-scale DTN
testing and orchestration.

These nodes form the core reference implementation, ‘.
designed to facilitate cross-institutional protocol
validation and telemetry gathering.

.
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.
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Users will include universities, commercial entities who Houston

want to develop and certify their DTN implementations, g
national space agencies and public application developers . --------------
. for terrestrial use of DTN. ‘
,‘;& - ©®




ION DTN Reference Network Implementation

Task: Demonstrate full multi-node DTN network in LunaNet-relevant operations with 50 Mbps goodput with DTN Protocols now implemented in the
Deep Space Network

Implementation focus on the BPv7 standard, demonstration of reliable long-haul data transmission, custody transfer, network management and security provisions for encryption, and

integrity checking. Provides platform for Asynchronous Messaging Services (AMS) evaluation. Objective: FULL END-to-END DTN Network Operation demonstrations and evaluations
\(G reen text below = already implemented; white TBD)

/
( Telemetry and Data File generation } [ ION Configuration Tool and DTN Node Registry ] [ BSSP / VIDEO }

Bundle ProtocoI(BP} [ CFDP }[ Network Test Tools }[ Bundle Protocol (Security (Native) }[ DTPC }

Licklider Transmission Protocol (LTP) }[ BPSec Library }[ DTN Asynchronous Management Protocol }

DTN Network Reference Implementation Test Conditions
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Noise Injection Intermittency

Variable Delay
The ability to emulate noise and
signal degradation typical of long-

range radio and optical links.

Simulating intermittent connectivity
caused by orbital mechanics, planet
rotation, or obstacles.

Injecting multi-second delays to
accurately simulate one-way light
time for Earth-to-Lunar distances.



Phases: Following Prototyping of ION DTN Network in the dtn-lab,
Phased work on the 12 BundleBone VM Servers

Phase 0 — Development

Initial installation of Ubuntu 24.04LTS, addition of required additional software, installation of ION 4.2.0b, and
then Pre-formal-validation development testing. Development of telemetry and CFDP file generation/display for
externalrp61/rp62 experimenter nodes. Informs Phase 1 baseline expectations.

Phase 1 — Reference Characterization - Linear Topology
Formal testing with 15 minute, 60 minute and 8 hour runs, with ~3 Mbps link rates, and representative spacecraft
telemetry and CFDP science and command data files. Informs Phase 2 Tuning and Optimization

Phase 2 — Optimization Qualification - Linear Topology

Optimization is qualified in independently reversible Cases, with no loss injected. " TNO1" changes Linux UDP
buffers only; " TNO2" adds improved LTP configuration to decrease ipv6 fragmentation; "TNO3" adds the
enhanced-watch plus UDP-multisend ION build. Add random loss in steps up to 5% and verify 100% data
delivery. Essentially tuning LTP operations. Each Case is first compared at the proven 3 Mb/s contact allocation
before the accepted combined configuration is rate-ramped toward 10 Mb/s.



Phases: continued

Phase 3 — Relay Resilience and Scenario Qualification

Reconfigure from Linear to Relay Topology, and conduct baseline (lossless links) and controlled loss-recovery Cases and
full lunar relay scenarios with disruptions, contact-window scheduling, and CGR routing validation.

Phase 3a — Relay Resilience and Scenario Qualification - Medium LCRNS S-band Rates

Long-term steady state test of LCRNS-like uncrewed data rates; 2-5 Mb/s relay orbiter to Moon surface, 10-15 Mb/s
relay orbiter to GS/DSN.

Phase 3b — Relay Resilience and Scenario Qualification - Higher SCaN Demand LCRNS Rates

Long-term steady state test of Higher Ka-band LCRNS rates; 25-50 Mb/s relay orbiter to Moon surface, 10-15 Mb/s
relay orbiter to GS/DSN.

: Successful store-and-forward delivery through contact windows, full CGR routing validation;
Link loss tests completed. 2x expected 10”5 frame loss on GS to Orbiter links with 100% of data recovered

Phase 4 — Addition of BPSec and Demonstration of Secure ION Space Networking

—100% success for what is implemented in ION today forthe DSN; awaiting completion of BSL by APL



Work to get to this point:

Configuration-managed data and test documentation -- document counts

Material dtn-lab* BundleBone
Operational scripts/supporting code 170 191

Automated test source files 44 63

Plans and architecture/design documents 22 38

Test reports 9
Other documentation 48

All documents 79

The projects comprise roughly 470 software files and 440 documents, including 60 planning/design
documents and 230 test reports.

(*dtn-lab is the author’s 12-computer consulting lab network on regular internet, |IPv4)



Current DTN Network Reference Implementation running on BundleBone 10/6/2026

LunaNet Phase 1: 25-50 Mbps data rates

BundleBone

e,
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data Mission Y : S . — p “ e X
» Hab Commands —=> Ops t’r ) TG Habitat TCP Lander ) - S~
gen P : u Instrument
Hab Telemetry <— ipn:2.61 { ) = 2 ipn:2. ipn:2. S
. ) - ) . . B ipn:2.62

\"
Instrument Commands —>

Instrument Data <—
gen

- IPv6

- 3-part EIDs; IPNSIG IANA Allocator 2

- Running nearly 24x7 basically since July

- Scenario derived from NASA specs (LNIS, LCRNS data from GSFC)
- Instrument/Lander nodes €<—>Habitat node — 15 Mbps

- Orbiter&—>GS & Habitat 25-50 Mbps

- GS<—->MOS 50 Mbps



BundleBone DTN Reference Network Operations and Observer System — Current Architecture
Five capability categories - independent execution and observation - reviewed 2026-09-28 / Rev2

Reviewed inputs and provenance

Inventory * IOM build/configuration * relay and endpoint contact allocations * source/receiver schedules * frozen software hashes

Test / Operations Control - optional coordination, not a runtime dependency

Scripts to plan —+ prepare / apply network — start —+ reconcile = finish — collect-accounting / assess
Accepted endpoint work continues through controller / S5H for netem outages. Successful test Finish requires reconciled receipts and closures.

Y v

BB Network Operations Data Simulation and Application Accounting

Stage / activate configs; verify contacts and readiness independently usable scripts —+ Independent Instrument / HabSys generators; MOS receivers and
Explicit ION start / stop / reset; inventory and ownership and command senders

fresh health and queue queries with S5H (until DTN-AMP is Sims independent of ION node network operations

installed) for eight BB VMs; external user IPNs when explicitly Awthoritative local receipts + pre-traffic file provenance + size/hash verification

selected. Optional displays: four mission windows and port 87467 receipt view - neither controls traffic

\ v

DTN Reference Network mission-data path - (simplified logical flow, not the physical topology)
Instrument — ipn:2.62 €———»

ION forwarding core — ipn:2.101 through ipn:2.106 < > MOS - ipn:2.61
HabSys — ipn:2.107 < > ° BP « LTP/TCPCL = SDR/ZCO * scheduled contacts Receive data / send command files

Node Observation - optional, independent of simulations Forensics / Diagnostics - explicitly selected

Basic: four-pane BB Wall; BPstats/ snapshots; collectors and dashboards CPU attribution N packet / trace / core capture

Extended plots: Mission data Receipt Accounting, SDR/node memory use, RT Link status, CGR timeline Bo.ur!dad collection, nverl:mud and coverage macordar
Timestamped JSON for host status — bb-nmc collects node state data E’“‘“‘!"Q fnnl.s; fl prnﬁln_ interface still evolving .
DTM-AMP manager / agents: future capability, not required by the current workflow. Impairment is an authorized network changs, not observation.




Network Monitoring Displays
for BundleBone Operator Use



Network Monitoring and Control Display

All ION nodes monitored and available for direct SSH access for manual tests or troubleshooting

traceshmsize: @ 1787600311761 q traceShaSize: 0 1787600323603 (8589934654, 201,228) b
Contact graph deferred to ops/load-r| 1787600311740 (2.62,64,2)c Contact graph deferred to ops/load- 1787600100717 (8589934653,64,84891 Contact graph deferred to ops/load- 1787600311851 (rs46)s Stopping ionadmin. 1787600311790 (8589934654 ,64, 840915298619,1)y Stopping ionadmin. 1787600323684 (2.62,201,228)c
elay-contact-plan.py. 1787600311741 (8589934654,64,3)b relay-contact-plan.py. 5288598,2)y relay-contact-plan.py. 1787600311851 (46)h :::::::g ;:g:;;:ﬂ'"i"- i;g;ggzgig;g ;555993"554:5":54')915295519.1'2 ::nppmg :nn:ecanmn. 1787600324603 (8589934654,201,840915524603,229)
12.101. X i . opping bpadnin. a
%tartup of ION node ipn:2.101.@ comp|1787600311741 (2.62,64,3)c Startup of ION node ipn:2.102.0 com| 1787600100723 (8589934653,64,0)b Startup of ION node ipn:2.103.@ com|1787600311851 (ras46)g Stopping ipnadmin. 1787600311792 (858993465464, 840915298621, 2)y Stopping ipnadmin. 1787600324604 (8580934654,201,229)b
ete. : 1787600311855 (ras45)s plete. 1787600100723 (8589934653,64,1)b plete. 1787660311851 (rs47)s Contact graph deferred to the coordinated i2-r|178760@311792 (8589934654,64,840915298621,2)2 Contact graph deferred to the coordinated i2-re|1787688324684 (2.62,201,229)c
Starting bpecho on ipn:2.101.3. 1787600311856 (ras46)s Starting bpecho on ipn:2.102.3. 1787600100723 (8589934653,64,2)b Starting bpecho on ipn:2.103.3. 1787600311851 (47)h elay-lunanet-isp-v1 loader. 1787600311793 lay-lunanet-isp-vl loader. 1787600325684 (8589934654,201,840915525604,230)
Started SDR telemetry on bb . 1787600311856 (ras47)s Started SDR telemetry on bble2. 1787600101015 (ras3)s Started SDR telemetry on bb1@3. 1787600311851 (ras47)g Stopping cfdpadmin. 1787600311793 (8589934654 ,64, 840915298621,3)y Stopping cfdpadmin. a
torgebb101: $ torg@bb102: $ torgebb103: '3 Startup of ION node ipn:i2.61.0 complete. 1787600311793 (8589934654, 64, 840915298621, 3)z Startup of ION node ipn:2.62.0 complete. 1787600325604 (8589934654,201,230)b
§ Starting bpecho on m-z 61.3. 1787600311793 g Starting bpecho on ipn:2.62.3. 1787600325605 (2.62,201,230)c
3 bb10l 3 bb102 3 bb1e3 e Torgerpae H

cd ~/iontest; echo 'Utility pane f
or ion-bb103'; exec bash
torgebb103: $ cd ~/iontest

cd ~/iontest; echo 'Utility pane f
or ion-bb1@2'; exec bash
torgebb162: $ cd ~/iontest

1-00:00:00 to 2026/08/24-19:38:46: (
e) e e (1) a0 ()00 (+)oe
1787600326054 [x] exp from 1970/01/@

cd ~/iontest; echo 'Utility pane for
ion-bb101'; exec bash
torgebblol: $ cd ~/iontest;

01-00:00:00 to 2026/08/24-19:38:46:
(@) ee (1) ee(2)e0 (+) o0
1787600326206 [x] exp from 1970/01/

01-00:00:00 to 2026/08/24-19:38:42:
(@)oo (1) o0 (2)e0 (+) 00
1787600322781 [x] exp from 1976/01/

1787600323967 [x] rfw from 1970/01/01-00:00:00 cd ~/iontest; echo Utility pane for ion-rp6l;
to 2026/08/24-19:38:43: (0) 0 @ (1) 8 0 (2) 0|pwd; exec bash
0 (+) 080 torgarpel: $ cd ~/iontest; echo Utilit

1787600324379 [x] rfw from 1969/12/31-16:00:00 |cd ~/iontest; echo Utility pane for ion-rpé2; p
to 2026/08/24-12:38:44: (0) @ 0 (1) @ © (2) 0 ©|wd; exec bash

1-00:00:00 to 2026/08/24-19:38:46: (|echo 'Utility pane for ion-bbl01'; e 01-00:00:00 to 2026/08/24-19:38:46: |; echo 'Utility pane for ion-bb102 01-00:00:00 to 2026/08/24-19:38:42:|; echo 'Utility pane for ion-bbl@3 (+) oo torgerp62: $ cd ~/iontest; echo Utility
0) @0 (1) 00 (2) 00 (+) B O xec bash (@) 80 (1) 00 (2) 00 (+) 0 0O ‘; exec bash (@) 80 (1) 60 (2) 0 0 (+) @ '; exec bash 1787600323967 [x] exp from 1976/01/01-00:00:00 |y pane for ion-rp6l; pwd; exec bash 1787600324379 [x] exp from 1969/12/31-16:80:00 | pane for ion-rp62; pwd; exec bash

to 2026/08/24-19:38:43: (0) @ @ (1) @ @ (2) @ Utilit: T =rp61 381442 -
1787600326054 [i] ...end of statisti o / 08/ (e) (1) @ ility pane for ion-rpf to 2026/08/24-12:38:44: (0) @ 8 (1) @ @ (2) @ @|Utility pane for ion-rp62

cs snapshot.

1787600326206 [i] ...end of statist
ics snapshot.

1787600322781 [i] ...end of statist

/home/torg/iontest
ics snapshot.

Utility pane for ion-bbl@2 )
$ 1787600324379 [4] ...end of statistics snapshot|torgerps:

Utility pane for ion-bb103
torgebblo2: $

/home/torg/iontest
torg@bb103: $

Utility pane for ion-bb1@1 o (+) o0
$ [0 1787600323967 [i] ...end of statistics snapsho | torgarpél:
t.

torg@bb101:

ion-bb101 8:bb101%

bb101 2026-88-24 19:38 ion-bb102 @:bb102% bb1l02 2626-88-24 19:38

ion-bb103 0:bb1@3% bb103 2026-88-24 19:38

e S el 0 G A= KECE L PaED G Stopping bpadmin. 1787600071383 (64,3,840915270194,160)y traceshnsize: @ 1787600071191 (63,4, 840915270719, 1019) 2
ela con?acg 1an. = 1787600325830 (prs231) Contact graph deferred to ops/load- 1787600325829 (ds231)g Contact graph deferred to ops/load-| 1787600324757 (8589934654,201,229)b Stopping ipnadmin. 1787600071383 (64, 3,840915270194,160) z Stopping ionadmin. 1787600071191 (64,3, 840915271191, 161)a
V- = DLl p 9 relay-contact-plan. py. 1787600325829 (ds231)g relay-contact—plan. py 1787600324757 (2.62,201,229)c Stopping ionadmin, 1787600071720 (63,4,840915271719,1020)a Stopping ensecadmin. 1787600071191 (64,3,161)b
Startup of ION node ipn:2.104.0 comp 1787680325831 (8589934654,201,840915 Tt AT s e =pY= iz Stopping cfdpaduin. 1787600071720 (€3, 4,1020)b Stopping bpadmin. 1787600071182 (64,3, 161)c
lete. 525604,230) y Ancupia nocepipn: Eo cp23llg Startup of ION node ipn:2.106.0 com 1787600325759 (8589934654,201,84091 Startup of IO node 4pn:63 on baaxe3 complete! | 17B7G00071720 (63,4,1020) ¢ Stopping pnadmin. 1787600072199 (63,4, 846915271719, 1028)y
Starting bpecho on ipn:2.104.3. 1787600325832 (8589934654,201,230)b plete. 1787600325844 (rs231)s plete. 5525604,230)y Starting bpecho on ipn:63. 1787600072384 (64, 3,848915271191,161)y Stopping ionadmin. 1787600072199 (63,4, 840915271719,1020) 2
Started SDR telemetry on bbld4 1787600325846 (ras231)s Starting bpecho on ipn:2.105.3. 1787600325845 (231)h Starting bpecho on ipn:2.106.3. 1787600325760 (8589934654,201,230)b [l torgebmax63: 1787600072384 (64,3,840915271191,161) 2 Stopping cfdpadnin. 1787600072199 (64,3, 840915272139, 162)a
Y bb104: Started SDR telemetry on bbl@5. 1787600325845 (ras231)g Started SDR telemetry on bb106. 1787600325760 (2.62,201,230)cC . 1787600073384 (64, 3,840915272199,162)y Startup of ION node lnﬂ-ﬁ" on bmax64 complete!  |1787600072200 (64,3,162)b
org@ . $ ‘torgebb105: s torg@bb106: A 1787600073384 (64,3,840915272199,162) 2 Starting bpecho on ip 1787680072200 (64,3,162)c
3 bb104 : 2 OLyEr 9 : o O torgebnax6a: s torgebmaxed:
©0:00 to 2026/08/24-19:38:45: (|cd ~/iontest; echo 'Utility pane for - . .
2) (1) (2) 0 0 (+) ion-bb104'; exec bash 01-00:00:00 to 2026/08/24-19:38:45: |cd ~/iontest; echo 'Utility pane f 01-00:00:00 to 2026/08/24-19:38:43: |torg@bbla6: $ cd ~/iontest 163 34558 64 bytes from ipn:64.3 seq=3 time=1.665940 1019 21836192 troffi<standard input>:436: warning [p 10, 9
1787600325544 [x] exp from 1970/01/0|torg@bblo4: $ cd ~/iontest; (0) oo (1) @@ (2) a0 (+) 0 0 or ion-bbl@5'; exec bash (0) e (1) 00 (2) @ (+) o @ echo 'Utility pane for ion-bbl@6'; 1787600315216 [x] rfw from 1969/12/31-16:00:00 to| s 1787600314018 [x] rfw from 1969/12/31-16:00:00 to|.7i]: cannot adjust line
e % 20 to 2026/08/24-19:38:45: (|echo 'Utility pane for lon-bblod:; e 1787600325707 [x] exp from 1970/01/|torg@bble5: $ cd ~/iontest 1787600323281 [x] exp from 1970/01/| exec bash 2026/08/24-12:38:35: (0) 0 8 (1) 8 @ (2) 0 0 (+) 64 bytes from ipn:64.3 seq=d time=1.665322 SRR 2 () OO BTE ) O] e o] Tt o) (7 5 2
! ©1-00:00:00 to 2026/08/24-19:38:45: |; echo 'Utility pane for ion-bb1e5 (Bl 01-00:00:00 to 2026/@8/24-19:38:43: |Utility pane for ion-bbl06 i & . 2ilofcannotfadiretRtine,
o) 1) 00 (2)00(+) 00 xec bash (©) 00(1) 00 (2) 00 (+) 00 |; Beh At 2 s o : rEreeassaioN ] eyl fron k06 12/t 36 00t a3 bl e e s b e Fcalvady LTST60R314018 [x] exp from 1969/12/31-16100:00 o iroft:oetandard. inputstds: warning [p 11. 6
17376%325544 [i] ...end of statisti|Utility pane for ion-bbled g 4 g 2ds L (e) a0 (1) @ 0 (2) (+) @ torgebbl06: $ 2026/08/24-12:38:35: (0) © 8 (1) © 0 (2) @ 0 (+) |0.08% bundle loss, time 14.086148 2026/08/24-12:38:34: (0) 0 © (1) 8 © (2) @ @ (+)|.0i]: cannot adjust Lline
cs snapshot. torgebb104: $ 1787600325707 [i] ...end of statist|Utility pane for ion-bbl@5 1787600323281 [i] ...end of statist 00 rtt min/avg/max/sdev = 624.| 854/1457,624/166 2 128 troff:<standard input>:581: warning [p 13, 9
ics snapshot. torg@bb105: s [0 ics snapshot. 1787600315216 [] ...end of statistics snapshot. |6.795/416.387 ms " 1787680314018 [i] ...end of statistics snapshot. ﬂh]; cannot break Line
torgebnax63: $

ion-bb104 0:bb104x bb1l04 2026-08-24 19:38

ion-bb105 @:bb105% bb185 2026-88-24 19:38 ion-bb106 @:bb106% bb106 2026-08-24 19:38

—o bb-nmc
BUNDLEBONE I2 NM TELEMETRY DASHBOARD 2026-08-24T19: 2026-08-24T19:38:39Z

8:452

omplete. st; tail -F ion.watch

stantingibpechojen/dpn:2:100.3- NODE  BPAGE STATE  CPU DISK  SORs SORMB  R/s  TX/s SRC ROV WD oLy EXP ION CONFIG VERSION  WARNINGS NODE BPAGE STATE  CPU  MEM SWAPMB DISK SDR% SDRMB  TEMP IFACE R/ TS SRC ROV WD oL EXP ION CONFIG VERSION

Started SDR telemetry on bb-nmc. — e —— e —————— — e —— e ———

torg@bb-nmc: $ bb-mac  11s 0K o 536.9 12,3 116.3K [ 0 0 0 0 BP+CFDP i2-relay-lunanet-isp-vl 4.2.0-b bmaxs3 WARN  2.4%  49.3% M 9.0%  0.00% 2147.5 27.5C enplsd  2.6K 27K _ 1021 163 1021 163 0 BP+CFOP static-lin-1tp-3Mbps 4.2,0-b

3 bb-nmc bb101 105 0K 9.7% o 536.9 24K 3.K 0 85 85 ° 0 BPALTP+CFOP  i2-relay-lunanet— bmaxs4 WARN  0.0% 50.5% M 9.0% 0.00% 2147.5 27.5C enplsd 28K 2.9K 163 1021 163 1019 2 BPeCrOP static-lin-ltp-3Mbps  4.2,0-b

o R 10 oy bb102 105 0K 9.8% o 53.9 3.0k 3.0K ° 3 0 ° 0 BPALTPACFDP  i2-relay-lunanet— rp6lL 6s 0K 0.0%  18.6% @M 4.0%  0.01% 536.8 48.0C ethd  253.7K  22.2 3 82 3 82 8 BP+CFOP i2-relay-lunanet-isp-vl 4.2.0-

gt R & o2 bb104 105 0K 9.0% o™ 536.9  56.7K  11.1K ) 137 ] ) @ BPALTP+CFDP  i2-relay-lunanet—;

oo ‘torg@bb-nmc: s 0 bb105 55 0K 9.6% o™ e 536.9  62.1K  65.7K ) 224 224 ) ® BPLTP+CFOP  i2-relay-lunanet—

1787600324840 [i] ...end of stati bb106 7s 0K 9.5% oM 23.0% 536.9  53.3K 517K ° 223 223 ° @ BP+CFDP i2-relay-lunanet-isp-vli 4.2.0-b

stics snapshot.
WM-only metrics: TEMP and IFACE intentionally omitted from this production display.

ion-bb1@@ ©:bbloox bb-nmc  2026-88-24 19:38 bb-dashboad: dashboa rd bb-nmc  2026-08-24 19:38

11 nodes monitored via periodic host state telemetry with bpstats and SDR watch statistics
(note- BMAX63 and BMAX64 are currently still part of the ipv4 prototype local LAN dtn-lab setup)



Additional Web-based Monitoring Displays

DTN Operational Plan & Contact Timeline

BE-CAT4-36M-LTP-208260929-81 -

iZz-relay-lunanet-isp-bbl@7-3@mbps—vl -

quick

Planned DTN graph; installation not verified. No mission allocation or simulation is selected.

Operatisnal window
Ne allecation selected

Contact-plan harizon

3h om

MOS (2,61) » G5 (2,181)

Access Jf terrestrial

G5 (2,101) « Orbiter 1 (2,102)
G5=Orbiter

Orbiter 2 (2,103)
GS5=Orbiter

65 (2,101) =

G5 (2,101) « Orbiter 3 (2,104)

G5=Orbiter

» Habitat (2,185)
Orbiter=Surface

= Habitat (2,185)

Orbiter=Surface

Orbiter 1 (2,182)

Orbiter 2 (2,183)

Orbiter 3 (2,104) « Habitat (2,105)

Orbiter-=Surface
» Habitat (2,185)
Access / terrestrial

Habitat (2,185) « Lander (2,106)

Access J terrestrial

HabSys (2,187)

Lander (2,106) « Instrument (2,62)
Access / terrestrial

E fccess f terrestrial BN GS5-0Orbiter

PLANNED GRAPH - installation unverified -

belivery deadline Plan identity

Not applicable unrecorded
t+8:00 t+22:30 t+45:00 t+1:07:308
18: 25: 087 18:47:3062Z 19:10: 887 19:32:302

phase planned horizon
2026—99-29T19:42:48.546217+00: 00

t+2:37:30

21:082:387

t+3:00:80

3175« BAT
211258088

t+1:38:80

19:55: 082

t+1:52:38

28:17:302

t+2:15:08

28:48: 807

| PLAN HORIZON |

R Orbiter-Surface

| elapsed time

no application deadline or drain policy implied

ELAPSED t+1:17:41



Additional Web-based Monitoring Displays, cont.

Relay CGR Contact & Flow View

i2-relay-lunanet-isp-bb187—-4@mbps—nonreversible-vl -

MOS Earth gateway
ipn:2.61 Al ipn:2.101
bined mission operations @ LunaNet provider

TCP 61-101

- 0.004 Mb/s
« 56.69 Hb/s

® scheduled open @ scheduled closed W unknown/stale plan

capacity-route-182 - 2026-18-85T18:43:14.710825+00: 00

LTP 181-102
- 52.33’ﬁbf5
~ 52794 Mb/s

LTP 101-1803

[ —

= m——

LTP 181-184

"y, —

N\

Orbiter 1
ipn:2.102
Relay

Orbiter 2
ipn:2.1@3
Relay

Orbiter 3

ipn:2.104
Relay

TCP numbers are flow-isolated by peer

LTP 182-185
+ 52794 Mb/s
« 52.83“Mb/s

plan active
in 18279s until plan end
NMC 2026-10-85T18:43:122

LTP 103-105 Habitat Lander Instrument
== ipn:2.185 — ipn:2.106 -— ipn:2.62
= = Surface terminal Payload gateway Science endpoint
TCP 185-106 TCP 106-62

LTP 184-105
rd

- ——

- 0.001 ths
« 11.66 Mb/s

HabSys
ipn:2.1@87
Habitat data systems

TCP 165-1807
- 0.003 Hb/S
« 40.65 Mb/s

- 0.001 Mb/s
« 11.59 Mb/s



Additional Web-based Monitoring Displays, cont.

Re'ay SDR Statistics View LIVE bbl01+bb183 impairment clear |Tp pair | bh101 s bb103 v| window
Independent node observation — BB-0BS-28268927T20833887-independent—node-observation — BP/manual mode

selected-pair outage interval |selected-pair random-loss transition |manual event time axes: minutes since this SDR observer started

Application and BP activity ‘Observed interface throughput
157 42.4
£
2 T H LIVE bbl81«bb102 impairment clear
i Relay SDR Statistics View i
BB-CAT4-FLEET-188M-MIX58-0TIME4-RO4-MAXBL15-CONT-R182-L0550605-15M-20261005-75 — BB-0BS-28261005T1831147-bb—catd—fleet-100m-mix58-qtimed—rqd-maxb — LTP pair @ bbi01 « bb102 v| window | 16 w min
SCTelem BB-CAT4-FLEET-10@M—MIXS8-QTIME4-RQ4-MAXBL15-CONT-R162-L0S50005-15M-20261005-75
selected-pair outage interval | selected-pair random-loss transition |manual event time axes: minutes since this SDR observer started
Application and BP activity Observed interface throughput
minutes since SOR observer start 288 110
— SCTelem frames/s — bb101 BP activity/s — bb183 BP activity/s node max of receive, forward, or deliver rate
Managed SDR heap 210 a2
18.7 "
@
5 o
= 148 F 55
H £
14.8 2
70 27
] 9.9
[] []
49 0.8 3.2 6.4 EX 12.8 0.8 o 6.4 EX 12.8
minutes since SDR observer start minutes since SDR observer start
— SCTelem frames/s — bbl81 BP activity/s — bbl@2 BP activity/s node max of receive, forward, or deliver rate — bb181 TX Mbfs — bbld2 RX Mb/s whole-interface, not flow-isolated
0.8 Managed SDR heap ZCO heap occupancy
2800.8 2808.3 2815.8 2823.3
minutes since SDR observer start 9.98 1.12
= bb101 MiB = bb183 MiB not total ZCO payload occupancy
Live retained BP bundles s .80
3984
El 4.95 El 0.56
2988
&l 2.48 .28
= 1992
s
2
4 e
0.0 0.80
996 0.8 3.2 6.4 EX 12.8 0.8 o 6.4 EX 12.8
minutes since SDR observer start minutes since SDR observer start
= bb181 MiB == bb182 MiB not total ZCO payload occupancy — bb181 inbound + cutbound MiB == bb182 inbound + outbound MiB  file-backed ZCO extents not included
° f L | . N .
Jio.8 I ) v Live retained BP bundles Host memory in use
minutes since SDR observer start P 1.5
— bb101 bundles — bb183 bundles
SDR age: bb101 49.8s | bb103 20.3s | host memory: 10.2% / 10.1% O A alie a-ampa
504 1.13
w
e @
= 136 2 0.75
H
168 .38
8 A S P P P 0,00
0.0 3.2 6.4 9.6 12.8 0.0 3.2 6.4 9.6 12.8
minutes since SDR observer start minutes since SDR observer start
— bb1el bundles — bb182 bundles — bblel GiB — bb182 GiB Linux MemTotal - MemAvailable; all host consumers

SDR age: bbl@1 5.4s | bb1@2 37.2s | host memory: 18.6% / 18.9% latest selected-pair event: observer started



Additional Web-based Monitoring Displays, cont.

Mission Data Receipt Accounting
Received at Mission Ops System (MOS), node (2,61) - BB-CAT4-30M-LTP-28260929-01 - Receipts including drain (not source duration)

11:25:10 AM-1:40:10 PM
3519s remaining

Accounting interval Completed simulation - receipts including drain

Instrument (2,62) - Telemetry Instrument (2,62) - CFDP
447.500 MB received 8950 objects 0.080 Mb/s recent last 12:38:34 PM 1.174 GB received 4 objects @.008 Mb/s recent last 12:30:54 PM
47.500 MB 1.174GB
35.625 MB 30.504 MB
23.750 MB 87.203 MB
11875 MB 93.601 MB

0B 0B

plan start 11:37:24 AM-1:02:24 PM

Mission Data Receipt Accounting

Received at Mission Ops System (MOS), node (2,61) - BB-CAT4-FLEET-10@M-MIXS58-QTIME4-R0O4-MAXBL15-CONT-R102-L05500085-15M-20261085-75 - Receipts including drain (not source duration) AR (el

Hab Systems (2,107) - Telemetry

1.791 6B received 35822 objects ©.808 Mb/s recent last 12:38:34 PM Accounting interval BB-CAT4-FLEET-100M-MIX58-QTIME4-RQ4-MAXBL15-CONT-R102-LOSS0005-15M-20261005-75 - Receipts including drain (not source duration) v

1.791 GB
Instrument (2,62) - Telemetry Instrument (2,62) - CFDP
68.950 MB received 1379 objects 1.800 Mb/s recent last 11:46:39 AM 587.203 MB received 2 objects 234.881 Mb/s recent last 11:46:31 AM
1.343GB
68950 MB 87203 MB
95550 MB
5112 MB 40402 MB
47775 MB
34475 MB 93601 MB
0B
Pplan start 17.23% MB 46.801 MB
unique received SCTelem application bytes and complete hash—verified CFDP file bytes; e
operational provenance; not cryptographic authentication uE uE
plan start aperational cutoff plan start operational catoff
Simulation BB-CAT4-38M-LTP-20260929-81 (ACCEPTED); source generation: instrument: 3600:
Hab Systems (2,107) - Telemetry Hab Systems (2,107) - CFDP
276.800 MB received 5528 objects 4.248 Mb/s recent last 11:46:39 AM 2.751 GB received 41 objects 53.687 Mb/s recent last 11:46:38 AM
76.000 MB 2751 GB
07.000 MB 2064 GB
38.000 MB 1376 GB
£9.000 MB 87866 MB
0B 0B
plan start operational cutoff plan start operational catoff

unique received SCTelem application bytes and complete hash-verified CFDP file bytes; excludes transport overhead and retransmissions
operational provenance; not cryptographic authentication

Simulation BB—CAT4-FLEET-108M-MIX58-QTIME4-RQ4-MAXBL15-CONT-R182-L0550005-15M-20261005-75 (ACCEPTED); source generation: instrument: 98@s, HabSys: 98@s. Relay horizon is independent.



Additional Web-based Monitoring Displays, cont.

Drain Monitor

BB~CAT4-FLEET-100M~-L0AD49-NOREV-NOWATCHS-RELAY-HABS5-1H-20261883~15 -

Run phase

DRAINING

MOS ipn:2.61

0 queued

@.00 B approximately
0 live BP retained

LTP export: 0 active; @
red, @ green-only

No BP outduct backlog

2026-10-03T@4:16:49.744193+00: 00

Time since generation cutoff BP outduct aueues Live BP retained set

24m 32s Drain Monitor
BE—CAT4-FLEET-188M-MIX58—-QTIME4-RQ4-MAXBL15-CONT-R162-L0550805-15M-20261085-75 -
Run phase Generation cutaff in
GENERATING 7m13s
OPEN -
GS ipn:2.101
open - 100.8 we/s O queued
0.9@ B approximately
closes in 2h 33n @ live BP retained
105 LTP export: 3 active; @
red, 3 green-only
No 8P outduct backlog MOS ipn:2.61 GBS ipn:2.101
0 queued oPEN - 100.8 Mb/s | O queued

8.80 B approximately

® live BP retained closes in 2h 49m
LTP export: @ active; @ 23¢

red, @ green-only

No BP outduct backlog

0.88 B approximately
18 live BP retained
LTP export: 3 active; 8

OPEN + 100.0 Mb/s red, 3 green-only

closes in 2m 50s No BP outduct backlog

Drain trajectory (log bundle-count scale)

— ]

—ye = ——

closes in Zh 49m
23s LTP export: 34 active; @

LIVE OBSERVATION
10s samples

2026-10-05T18:45:10.626717+08: 00

BP outduct queues

0 bundles

Orbiter 1ipn:2.102

0 queued

0.80 B approximately
515 Llive BP retained

108.9 Mb/Ss

red, 2 green-anly
No BP outduct backleg

Orbiter 2 ipn:2.103

0 queued

0.80 B approximately
@ live BP retained

LTP export: 2 active; @
red, 2 green-only

No BP outduct backlog

Orbiter 3 ipn:2.104

0 queued

9.80 B approximately
@ live BP retained

LTP export: 2 active; @
red, 2 green-only

No BP outduct backlog

OPEN -+ 1908.0 Mb/s
closes in 2h 49m
3s

Live BP retained set

806 bundles

Habitat ipn:2.105

0 queued

8.00 B approximately
264 live BP retained
LTP export: 19 active; @
red, 3 green-only

No BP outduct backlog

OPEN - 18@.8 Mb/s

closes in 2h 49m 23s

HabSys ipn:z.107

0 queued

0.80 B approximately
5 live BP retained

LTP export: @ active; B
red, @ green-only

OPEN - 15.8 Mb/s

closes in Zh 49m
23z

LIVE OBSERVATION
18s samples

Lander ipn:2.106

0 queued

@.80 B approximately
1 live BP retained
LTP export: @ active; @
red, 8 green-only

No BP owtduct backlog

OPEN - 15.8 Mh/s

closes in 2h 43m 23s

Instrument ipn:2.62

0 queued

.80 B approximately
3 live BP retained

LTP export: @ active; B
red, 8 green-only

= BP outduct queues e live BP retained set

Why the drain is waiting

h 26m 1s observed

Orbiter 1 holds 17 bundles (1.8@ MB) for GS; opens in 3m 10s.

peak £8,347 bundles

Drain trajectory (log bundle-count scale)

A

No BP outduct backlog No BP outduct backlog

BN

== BF gutduct queues === live BF retained set 14m 25 observed - peak 354 bundles

Why the drain is waiting

GS retains 18 live BP bundles after its visible outduct queues emptied; inspect LTP/inbound/forwarding state.

Orbiter 1 retains 515 live BP bundles after its visible ocutduct queues emptied; inspect LTP/inbound/forwarding

state.

Habitat retains 264 live BP bundles after its visible outduct queues emptied; inspect LTP/inbound/forwarding

state.

Lander retains 1 live BP bundles after its visible outduct queues emptied; inspect LTP/inbound/forwarding state.

Instrument retains 3 Llive BP bundles after its visible outduct queues emptied; inspect LTP/inbound/forwarding

state.

HabSys retains 5 live BP bundles after its visible outduct queues emptied; inspect LTP/inbound/forwarding state.

VA NN NIV

Application accounting

Instrument telemetry 1,158 / 1,160 HabSys telemetry 4,604 / 4,641
Instrument science 1 / 3 HabSys science 34 /75
Instrument commands 2 / 3 HabSys commands 2/3

Observer effect: bpwatch, ltpwatch and bplist take read-only ION/SDR observations. Queue bytes
are rounded native bpwatch values; green-only LTP sessions have no reliability exchanges and may
remain active during cleanup.



Additional Web-based Monitoring Displays, cont.

(To watch data/telemetry simulation software)

Instrument Node on Lander Habitat Systems

— CFDP TX ———eeeeeeeeeeeeeeeee —— Telemetry TX c id RX CFOP TX e — Telemetry TX ——————————————— Command RX
CFDP TX - BB-DEMO-28268925T22192 Command RX — BB-DEMO-28268925T2219 &6Z Command RX - BE-DEMO-28268925T2219
6Z bundle 26BBé 58.8 kB True |26Z completed 64.8 MiB habops-dat|bundle 26B79 50.8 kB True |26Z
completed 2B8.8 MiB instrument received 4.1 kB instrument-c aset-... received 4.1 kB habops-comma
—-scie... bundle 26BB7 58.8 kB True |(omm... completed 64.8 MiB habops-dat|bundle 26888 50.8 kB True |nd-...
aset—... received 4.1 kB habops-comma
bundle 26888 5@8.8 kB True completed 64.8 MiB habops-dat|bundle 26881 5@.8 kB True [nd-...
aset—... received 4.1 kB habops—-comma
bundle 25889 58.8 kB True completed 64.8 MiB habops-dat|bundle 26882 50.8 kB True [nd-...
Data SimS aset—... : received 4.1 kB habops—comma
bundle 25898 58.8 kB True completed 64.8 MiB habops—dat|bundle 2&B83 50.8 kB True [nd-...
aset—... received 4.1 kB habops—comma
Sent bundle 26891 5@.8 kB True completed 64.8 MiB habops—dat|bundle 26884 58.8 kB True nd—..l.
asat—... recelved 4.1 kB habops—comma
bundle 28892 5@.8 kB True completed 64.8 MiB habops-dat|bundle 26885 50.82 kB True [nd-...
asat—... received 4.1 kB habops—comma
bundle 25893 5@.8 kB True completed 64.8 MiB habops-dat|bundle 26886 50.82 kB True [nd-...
aset—...

(O] [ ] torg — MOS — HabSys — ssh rp61-lan -t tmux attach -t bb-mos-habsys — 100x20

CFDP R —————————— — Telemetry RX [+ id TX — CFDP R —m—-—-n—r-rori———————— — Telemetry R ———————————————— Command TX
CFDP RX - BB-DEMO-20260925T22192 | Instrument telemetry Command TX — BB-DEM0-20260925T2219 CFDP RX - BB-DEMO-28260925T22192 |HabSys telemetry Command TX - BB-DEM0-20260925T2219
74 262 &6Z 262
received 288.0 MiB instrument |BUNDLE RECEIVED completed 4.1 kB instrument—c received 64.9 MiB habops-dat|BUNDLE RECEIVED completed 4.1 kKB habops—comma
—3£if... 24345 omm. . . aset—... 24339 nd—. ..
completed 4.1 kB instrument-c received 64.8 MiB habops-dat completed 4.1 KB habops—comma
Bus voltage omm. .. aset—... Cabin pressure nd—. ..
Data 27.95869 V received 64.9 MiB habops-dat|1@81.341 kPa completed 4.1 kB habops—comma
aset—... nd—. ..
. Battery state received 64.8 MiB habops-dat|Crew activity completed 4.1 kB habops-comma
Rece |Ved 98.5655 % aset-... MAINTENANCE nd-. ..
received 64.8 MiB habops-dat completed 4.1 kB habops—comma
System mode asat—... Data age 24B.7 s nd—. ..
CALIBRATION received 64.8 MiB habops-dat|Status STALE completed 4.1 kB habops—comma
aset—... nd—. ..
Data age 24B.B s a
Status STALE

h A 4




Reference Implementation Observatory

Web formats for Public Observation of
DTN Reference Network Operations



A window into the network.

Observe ION nodes, interface traffic and Bundle Protocol activity.
Live measurements from the BundleBone DTN Network Reference Implementation.

® NMC feed connected 10 of 10 fresh node observations - last feed 25 ago

21 Network overview o2 Node resources 83 Bundle activity

FRESH OBSERVATIONS OBSERVED INTERFACE RX OBSERVED TNTERFACE TX

. .
10 /10 170.628 Mbit/s 164.880 Mbit/s
Source measurements under 30 seconds old Sum across nodes - Includes management traffic Interface rate, not application goodput

NETWORK MAP
Contact Plan: BundleBone-LunaNet-Continuous-Relay - 100Mbps-30s-handoffs-5s-overlap

Scheduled state sampled 22:22:15 UTC. Link colors describe the plan’'s expectations, not traffic or measured connectivity.

-+ Observed rates, bundles/sec (each direction)
GS5—Orbiter one-way light time: 1.3 s (simulated lumar delay in each direction; 2.6 s round trip).

N
| ® )
v,
l’ - ‘-
o Orbiter 1 -
< fore 2 =
P _»’ ~. = 8
LTF (Chicagn) LR,
PR ] v 0 =1
o S a
- ~
J’ =
-0 Y 3 -0 D
TCl | @ |d======-L1p= d

-

NMC GS Orbiter 2 Habitat T ice.
(Sunnyvale) Core 1 Core 3 Core 5 + 0.5
4 v 156.77 « 142.19 v 142,11 __;
o5 {Sunnyvale) & {Portland) TP {Atlanta)
>~ a 2.5 v 2.98 2.99
<
° |
M e
MOS Orbiter 3
Experimenter 1 Cora 4
(Blendale) (McLean)
— Scheduled open - Scheduled closed — One direction open - Unknown @ Moving dots = recent dispatch on scheduled-open links  LTF { TGP = configured transport - 7 = unknown

22:22:18

UTC - OBSERVATION TIME

SHARED FEED / 1 SEC

HIGHEST OBSERVED SDR USE

1.5%

ION storage - fresh observations only

NMC CONTACT TABLE

Instrument
Experimenter 2
(Glendale)

(Houston)

Moving cyan dots: 12 scheduled-open directions with recent observed dispatch. Closed or unknown links show no activity dots; numeric rates remain recent measurements. Dot size is uniform; the numbers show measured rates. Each arrow labels that direction’s

observed bundlesjs; counts and ages are in directional details. Includes management bundles; handoff to transport does not confirm delivery.



A window into the network.

Observe ION nodes, interface traffic and Bundle Protocol activity.

Live measurements from the BundleBone DTN Network Reference Implementation.

® NMC feed connected 10 of 10 fresh node observations - last feed 1s ago

o1 Network overview o2 Node resources 83 Bundle activity

FRESH OBSERVATIONS OBSERVED INTERFACE RX

10 /10 254413 Mbitls

Source measurements under 30 seconds old Sum across nodes - Includes managemeant traffic
Node resources
Node Observation CPU
NMC live 9.4%
GS live 16.3%
Orbiter 1 live 1.2%
Orbiter 2 live 1.2%
Orbiter 3 live 16%
Habitat live 19%
Lander live 14.1%
HabSys live 8.3%
MOS live 12%
Instrument live 4.8%

Memory

13.0%

10.3%

10%

10.1%

9.9%

12.7%

10.8%

165.1%

23.2%

17.6%

OBSERVED TNTERFACE TX

259.432 Mbit/s

Interface rate, not application goodput

Root disk

54%

26%

29%

29%

29%

36%

38%

7%

18%

10%

SDR is ION's Simple Data Recorder. CPU, memory and disk describe the host. Board-specific hardware sensors are excluded from this public view.

HOW TO READ THIS Delay-tolerant networking lets nodes retain bundles of data for forwarding when a connection becomes available. This observatory shows current node

measurements; a quiet interface can mean an idle network. Missing observations do not prave a node is down.

SDR storage

0.097%

0.287%

0.489%

0.717%

0.453%

0.731%

0.128%

0.019%

1.5%

0.071%

22:22:39

UTC - OBSERVATION TIME

SHARED FEED / 1 SEC

HIGHEST OBSERVED SDR USE
1.5%

ION storage - fresh observations only

Latest source values - stale values remain labeled

Source age

s

14s

9s

10s

10s

s



A window into the network.

Observe ION nodes, interface traffic and Bundle Protocol activity.

Live measurements from the BundleBone DTN Network Reference Implementation.

® NMC feed connected 10 of 10 fresh node observations - last feed 1s ago

o1 Network overview o2 Node resources 83 Bundle activity

FRESH OBSERVATIONS OBSERVED INTERFACE RX

10 /10 247458 Mbitls

Source measurements under 30 seconds old

Bundle Protocol counters

Node Core processes Recelved
MMC Reported running 12

GS Reported running 36,735,242
Orbiter 1 Reported running 12,272,921
Orbiter 2 Reported running 12,240,536
Orbiter 3 Reported running 12,222, 642
Habitat Reported running 36,736,541
Lander Reported running 5,876,699
HabSys Reported running 308,482
MOS Reported running 36,112,438
Instrument Reported running 308,489

Counts are observations at each node, not unique end-to-end deliveries. "Delivered” means delivery to a local Bundle Protocol application; it does not
establish mission-level completion. Old or unavailable BP samples are hidden. Queue depth, contact state and mission goodput are not yet connected.

HOW TO READ THIS Delay-tolerant networking lets nodes retain bundles of data for forwarding when a connection becomes available. This observatory shows current node

Sum across nodes - Includes management traffic

OBSERVED TNTERFACE TX

187.733 Mbit/s

Interface rate, not application goodput

Forwarded

12

36,734,027

12,274,790

12,242,289

12,223,246

36,746,846

5,874,976

30,552,356

617,127

5,669,872

Dalivered

24

308,479

36,112,438

308,489

22:22:53

UTC - OBSERVATION TIME

SHARED FEED / 1 SEC

HIGHEST OBSERVED SDR USE

1.5%

ION storage - fresh observations only

Expired

5,351

228

866

1,484

1,037

1,742

142

3,729

Per-node cumulative totals - counters may raset

BP samplae age

9s

10s

16s

125

9s

12s

14s

12s

16s



Example Performance Results
from Recent Tests



Typical Test Run Results — bent pipe (15 min passes):
Continuous End-to-End Path (with 2 sec OWLT in LTP link from GS to Orbiter): Runs 74 and 75

With continuous connectivity, ION delivered more than 50 Mbps of application goodput both without
impairment and with 0.005% frame/packet erasure*. Induced loss increased LTP repair traffic and drain time,
but caused no application loss or session cancellation. Workload ~ 11.5K telemetry frames, 78 CFDP data files.

Performance measure Run 74 — Lossless Run 75 — 0.005% erasure
Active space link rate 100 Mbps 100 Mbps
Offered application load 57.569 Mbps 57.569 Mbps
Injected frame/packet erasure 0% 0.005%
Observed erased datagrams 0 472 /9,421,858

Goodput during 15-minute source window 53.371 Mbps 52.177 Mbps

Eventual goodput through final receipt 52.312 Mbps 51.192 Mbps
Drain after source cutoff 90.430 s 112.090 s
Application payload delivered 6.476 GB 6.476 GB
Data-segment retransmissions 945
Checkpoint retransmissions

Report retransmissions

UDP receive-buffer errors

LTP cancellations

Unrecovered application items

PASS — exceeded 50 Mbps and recovered all
induced loss

Result PASS — exceeded 50 Mbps

*Ethernet loss rate of .005% equates to an LDPC frame errorrate of 2.5 times the usual 1E-5 frame error rate for CCSDS 16384 bit AOS frame size



Typical Test Run Results — LunaNet sim (15 min passes):

Scheduled Three-Orbiter Relay Scenario: Runs 76 and 77

Both relay runs delivered and verified every application item. The intermittent contact schedule, rather than
packet loss, dominated wall-clock performance: adding 0.005% erasure greatly increased LTP repair activity but
left eventual goodput and drain essentially unchanged.

Performance measure Run 76 — Lossless Run 77 — 0.005% erasure
Active space link rate 100 Mbps 100 Mbps
Offered application load 57.569 Mbps 57.569 Mbps
Injected frame/packet erasure 0% 0.005%
Observed erased datagrams 0 500/9,422,188

Goodput during 15-minute source window 21.355 Mbps 18.746 Mbps

Eventual goodput through final receipt 32.172 Mbps 32.193 Mbps

Drain after source cutoff 710.423 s 709.384 s
Application payload delivered 6.476 GB 6.476 GB
Data-segment retransmissions 12 1,038
Checkpoint retransmissions 1 129
Report retransmissions 1

UDP receive-buffer errors 0

LTP cancellations 0
Unrecovered application items 0

Result Complete delivery Complete delivery and loss recovery




90 minute run results —relay topology, 2.5x expected loss rate corrected by LTP
Total data goodput 38.86 GB

100 Mb/s relay contacts - 57.57 Mb/s offered - 0.005% injected loss

Goodput improves in the longer run Six times the payload; a smaller tail increase

--~- Offered return payload: 57.57 Mb/s
Il |nside source window
Source start to final receipt

19.66 min

13.00 min

Delivered application goodput (Mb/s)

m
1]
+—
3
£
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=
[e]
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3
("]
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)
1]
—
0]
c
]
[=)]
—
[}
=
@
£
©
j
(@]

Run 77 Run 79 Run 83 77: 15 min 79: 15 min 83: 90 min
15 minutes 15 minutes 90 minutes

All submitted items delivered once. Payload goodput excludes command flows; receipt times include file verification.
Matching network settings; source phase and simulator capacity revision differ between trials.

Why the improvement in the 90-minute run? Its first 15 minutes averaged 20.18 Mb/s, while the
remaining 75 minutes averaged 54.28 Mb/s. This demonstrates an initial pipeline-fill penalty that
dominates short trials and becomes less significant over longer runs.



8-hour run results - relay topology, 2.5x expected loss rate corrected by LTP
Total data goodput 205.46 GB

Eight-hour ION endurance - 205.46 GB received - 0.005% injected loss

. Payload goodput
Delivery and closure during generation

)]
o

. . 57.57 Mb/s nominal offered
Science files

._,
)
o
)
5]
x
b

U

o

Telemetry bundles

Command receipts 100.00%

Command positive closure

0
=
)

=)
o
©
=]
o]
(@)}
z
o
©
£
z
£
ey
=

o

40 60 80 90-minute run Eight-hour run
Received or confirmed (%)

Full eight-hour generation; no confirmed ION node outage. All science files verified.
35,809 telemetry bundles unreceived; two commands delivered without confirmed closure. Complete application drain not established.

(Inthese runs, full data load is offered right up to the 8-hr pass cutoff, so in a relay scenario as modeled, some data
ends up stranded. In real life, data flow will be planned to accommodate actual pass conditions.)

Demonstrates long-term stability of ION and efficacy of LTP



BPSec Testing - Successful and semi-complete for now

The BPSec Native implementation tested in dtn-lab for ION 4.1.2 was successful; BPSec Native
implementation is the Bpsec that was integrated in ION, but did not yet encompass all of the BPSec
Bluebook requirements, because APL decided to package their BPSec software in a BPSec library and
then integrate that with ION.

The native-ION BPSec test campaign completed its five primary steps and six second-tier groups. Testing
covered the APL-documented supported cases, cryptographic failure behavior, AES-GCM IV uniqueness,
three-node roles, protected store-carry-forward persistence, restart persistence, overlapping policy
selection, CFDP payload boundaries, sustained bidirectional application traffic, malformed policy input,
resource characterization, and ARM/x86 repeatability.

The tested implementation successfully generated and processed payload and Bundle Age BIBs and BCBs;
detected wrong keys at BIB verifier and BIB/BCB acceptor roles; preserved already-protected bundles across
relay and endpoint interruptions; maintained keys and policy rules across a retained-state restart; selected
exact rules over broader wildcard rules; protected objects from zero bytes through 18 MiB; and completed
sustained bidirectional SCTelem and CFDP workloads through the complete eight-host dtn-lab path.

BSL v1.1.1 tested in ION 4.2.0; Final release of ION 4.2.1 will include support for BSL 2.0, and once that’s
released in final form, we will complete all BPSec testing on the BundleBone.



Ongoing Work:
Next Steps



Phases: Next Steps
Phase 4b - Complete BPSec testing with BSL 2.0

Phase 5 — Addition of DTN Asynchronous Management Protocol (DTN-AMP)

Install, test and demonstrate DTN-AMP with DTN-AMP Agents on bb101-106, rp61 & rp62,

and the DTN AMP Manager on bb-nmc; demonstrate DTN-AMP reports, command and contact graph updates

Via DTN-AMP. Using Command Line interface at NMC computer; AMMOS Network Management System (ANMS) by APL may be
implemented (TBR)

Phase 6 — Tests with DSN and ESA for Interoperability

Phase 7 — Public (or selected researcher) Use of DTN Network Reference Implementation

After satisfactory demonstration and testing of Reference DTN Network in the two topologies, Phase
7 will entail the design of processes and procedures to make the DTN Reference Network open to
select external experimenters — all plans TBD at this moment!

- Issuesto resolve:

Access Security

Size of VMs and feasibility of duplication

Use of Tailscale in current setup

IRF development and testing (impacts how CGR routing will work from end-to-end)
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